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Forword

Approval of an American National Standard requires verification by ANSI that the requirements for due process,
consensus, and other criteria for approval have been met by the standards developer.

Consensus is established when, in the judgment of the ANSI Board of Standards Review, substantial agreement
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simple majority, but not necessarily unanimity. Consensus requires that all views and objections be considered,
and that a concerted effort be made toward their resolution.

The use of American National Standards is completely voluntary; their existence does not in any respect preclude
anyone, whether he has approved the standards or not from manufacturing, marketing, purchasing, or using
products, processes, or procedures not conforming to the standards.

The American National Standards Institute does not develop standards and will in no circumstances give an
interpretation of any American National Standard. Moreover, no person shall have the right or authority to issue
an interpretation of an American National Standard in the name of the American National Standards Institute.
Requests for interpretation should be addressed to the secretariat or sponsor whose name appears on the title
page of this standard.

CAUTION NOTICE: This American National Standard may be revised or withdrawn at any time. The procedures
of the American National Standards Institute require that action be taken to reaffirm, revise, or withdraw this
standard no later than five years from the date of approval.
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Copyright © 2006 ASC X9, Inc.
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Introduction

This Standard iIs concerned with symmetric key systems in which the encrypting key and decrypting key are
identical. The security and reliability of any process based on a symmetric cryptographic algorithm is directly
dependent on the protection afforded to the secret quantity, called the key. Thus, no matter how strong the
algorithm, the system is only as secure as its key management method.

This Standard defines two specific key management methods for controlling and handling keys, called (1)
Constructive Key Management and (2) Key Usage Control. Each method can be used independently; or the
methods can be used in combination. However, the combined use of the methods is highly recommended by the
ASC X9 Subcommittee responsible for this Standard. Each method is described in a separate section of the
Standard.

The section on CONSTRUCTIVE KEY MANAGEMENT, systematizes key creation, implementing “dual control” or
“split knowledge” by using key components to construct the final working key. This working key may be used in
several ways including as a session key, for a store-and-forward (i.e. e-mail) application, and for file encryption
applications, such as archiving, or protecting filed information until needed again by the user. Other applications
are also possible. Until now, this practice of split knowledge key creation has been used mainly to transport key
parts into systems where “master keys” were used to protect keys in storage, and to recover the working keys for
a current application. With the methodology of this Standard, a working key will be created as needed for a
specific encryption process, and re-created when needed to decrypt the object. Depending on the application, the
key may be saved or destroyed after each use. The working key is never transmitted; the application program
only knows it while it is in use.

The section on KEY USAGE CONTROL, allows the creator of a key to specify the allowed uses of the key. For
example, key usage control information can be used to distinguish key types (data, PIN, or key-encrypting). The
type “data key” can be further sub-divided to distinguish data privacy keys—keys used to encrypt and decrypt
data—from Message Authentication Code (MAC) keys---keys used to protect the integrity of data. The method
attaches or binds a "key usage vector” to each generated key, for the life of the key, and is used by the system to
ensure that keys are used properly. In short, the key usage vector prevents abuses and attacks against the key.
The key usage vector can be used to protect keys stored within a single system, or to protect keys transmitted
from one system to another.

This Standard is algorithm independent, and as new cryptographic algorithms with perhaps longer key lengths
than currently in use are developed and adopted by the Financial Community this Standard will still apply.

NOTE The user's attention is called to the possibility that compliance with this standard may require use of an invention
covered by patent rights.

By publication of this standard, no position is taken with respect to the validity of this claim or of any patent rights
In connection therewith. The patent holder has, however, filed a statement of willingness to grant a license under
these rights on reasonable and nondiscriminatory terms and conditions to applicants desiring to obtain such a
license. Details may be obtained from the standards developer.

Suggestions for the improvement or revision of this Standard are welcome. They should be sent to the X9
Committee Secretariat, Accredited Standards Committee X9, Inc., Financial Industry Standards, P.O. Box 4035,
Annapolis, MD 21403 USA.

This Standard was processed and approved for submittal to ANSI by the Accredited Standards Committee on
Financial Services, X9. Committee approval of the Standard does not necessarily imply that all the committee
members voted for its approval.
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Under ASC X9, Inc. procedures, a working group may be established to address specific segments of work under
the ASC X9 Committee or one of its subcommittees. A working group exists only to develop standard(s) or

guideline(s) in a specific area and is then disbanded. The individual experts are listed with their affiliated
organizations. However, this does not imply that the organization has approved the content of the standard or
guideline. (Note: Per X9 policy, company names of non-member participants are listed only if, at the time of
publication, the X9 Secretariat received an original signed release permitting such company names to appear in

print.)
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This document cancels and replaces X9.69-1999 Framework for Key Management Extensions in whole. X9.69-
2006 was revised to address the industry transition from single DES to Triple DES, with the following changes:

A. Reference to the following documents were added:
= X9.52 Triple Data Encryption Algorithms (3DEA) Modes of Operation
= FIPS 197 Advanced Encryption Standard (AES)

» |EEE Cryptography Transitions

B. References to the following withdrawn X9 standards were deleted:

= X9.9 Financial Institution Message Authentication Codes (MAC) Wholesale; refer to Technical
Guideline: Technical Guideline: Managing Risk and Migration Planning: Withdrawal of ANSI X9.9 (X9

TG-24-1999)

» X9.17 Financial Institution Key Management (Wholesale); refer to Technical Guideline: Managing

Risk and Migration Planning: Withdrawal of ANSI X9.17 (X9 TG-26 — 1999)

C. The follow terms were changed:
= Policy Manager was changed to CKM Administration

= Labels was changed to Credentials
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Framework for Key Management Extensions

1 Scope

This Standard defines methods for the generation and control of keys used in symmetric cryptographic
algorithms. The Standard defines a constructive method for the creation of symmetric keys, by combining two or
more secret key components. The Standard also defines a method for attaching a key usage vector to each
generated key that prevents abuses and attacks against the key. The two defined methods can be used
separately or in combination.

The Standard does not cover aspects of key management, such as:

= Key establishment mechanisms;

See for example ANSI X9.24 Financial Institution Key Management (Retail), or ISO/IEC 11770-2, Key
Management, Part 2: Mechanisms using symmetric technigues.

= Mechanisms to store, archive, delete, destroy, etc. keys;
= Mechanisms for key recovery in the event of the failure or loss of keys.

The Standard also does not define the implementation of key management mechanisms; there may be different
products that comply with this Standard and yet are not interoperable.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated references,
only the edition cited applies. For undated references, the latest edition of the referenced document (including any
amendments) applies.

ANS X3.92-1981 Data Encryption Algorithm

ANS X3.106-1983 Data Encryption Algorithm - Modes of Operation

ANS X9.19 Financial Institution Retail Message Authentication

ANS X9.52 Triple Data Encryption Algorithms (3DEA) Modes of Operation

FIPS 197 Advanced Encryption Standard (AES)

3 Terms, symbols and abbreviated terms

For the purposes of this document, the following terms and definitions apply.
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3.1 3DEA

Triple Data Encryption Algorithm

3.2 AES

Advanced Encryption Standard

33 C

Key Usage Control Vector

3.4 CBC

Cipher Block Chaining - one of the four modes of 3DEA
35 CKM

Constructive Key Management

3.6 ECB

Electronic Codebook - one of the four modes of 3DEA
3.7 K

Key

3.8 MAC

Message Authentication Code

3.9 PIN
Personal Identification Number

3.10 PR
Private (secret) key of a public key encryption algorithm

3.11 PU
Public (non-secret) key of a public key encryption algorithm

312 S
Cryptographic Services and Modes provided in the Key Management System

3.13 SMIB
Security Management Information Base

3.14 U
Usage Field; a binary vector where the bit field specifies the use(s) for each key

4 Application

4.1 General

In a cryptographic system it may be desirable to generate keys using a constructive process, where keys are
derived from system-specified control information, as well as secret random data. |t may also be desirable to
attach a "key usage vector” to each key, defining how the key shall be used.
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4.2 The Use of Constructive Key Management

With Constructive Key Management (CKM), key components, called splits, shall be generated with a random or
pseudorandom number generator. Each of these splits shall be given a name, called a Credential that provides
some meaningful information to the sender, and allows the sender to direct the encrypted object to a selected set
of end-users. The working key shall be constructed by combining the addressee splits with the system generated
and controlled splits. Thus, with CKM it is possible to create a group key for a particular set of end-users. Other
recipients, who are not members of the group, will be unable to re-construct that particular group key.

4.3 The Use of Key Usage Control Vector

With Key Usage Control Vectors, keys shall be generated using any acceptable method of key generation. Then
a key usage vector shall be attached to the key. This vector specifies cryptographic services, modes and key
parameters, in which the associated key shall be used. This usage vector shall be securely bound to the key to
prevent misuse of the key or misinterpretation of its use.

4.4 System Algorithm and System Key

The CKM operations system shall use a common system-wide encryption algorithm and key to wrap the header
of encrypted objects as they transit communications networks. The purpose is privacy, not security. For
example, when multiple objects are sent in a batch mode, recipients need to be able to unwrap the bundle and
determine from the encrypted header information which object(s) is addressed to them. Security is not
compromised because the objects themselves are encrypted using secret splits that only the addressees of each
object possess.

5 Constructive Key Management

5.1 Overview

Constructive Key Management is exactly what the name implies: key is constructed as needed by the originator of
the message, and can only be re-constructed by intended recipients. In the interim, Credentials of the key
components are associated with the encrypted object. For example, in an e-mail message, they might be passed,
encrypted under a system key in the message header (depending on the protocol). In a session-oriented
protocol, they might be exchanged as part of the key management protocol, and stored locally in the security
management information base (SMIB). This means the encrypting key is always fully recoverable and the
message Is always decryptable by the appropriate audience.

There are two major administrative functions required to manage the CKM system: the CKM Administration (see
§5.2 CKM Administration) and the Token Distribution (see §5.3 Token Distribution). In large organizations, these
could be independent of each other. The CKM Administration function shall design the overall interconnectivity
and read-write privileges in the system, and create the Credentials and splits. The Token Distribution function
shall include the day-to-day management of the system, the creation, distribution and update of Credentials, and
maintenance of a current users list (see Figure 1 - Token Distribution). The Token Distribution function shall be
accomplished through a secure channel (see §5.3 Token Distribution).
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Overview

-:'_:u:'-:.f:'lull;-; s & Splits Secure

| Channels

Split — Split
Keys D I Keys /

User PC — User PC User PC
‘.\ o | T oken: | ‘
L--# TDEEHZ ‘ [ Smart Card [____ —
Woarking Woaorking Warking
Key Key Key

Figure 1 - Token Distribution

After the CKM Administration has defined the system and system parameters, except for those instances where
major changes must be made (for instance, interaction with another organization that requires each Token
Distribution to set up a common communication path), it basically lies dormant. It is at the Token Distribution level
where Dual Control of key material shall be accomplished, if required in the system. On the other hand, the CKM
Administration function is a daily management process.

Credentials consist of Splits, Algorithm-Access, and Administrative Information.

Credentials are the categories and sub-categories of addressees. In many applications they are humanly
readable, so they are comprehensible to the sender who is determining the recipients of the encrypted object.
There are also one or more system Credentials that are used in every encryption and decryption, and are
transparent to the user.

Every Credential points to a unique Split, a secret, random number which is a component in the working key.
After the object is properly addressed, (i.e. credentialed) the appropriate splits are combined to produce the
working key for the encryption/decryption process.

Depending on the application, Algorithm-Access may be used to accomplish data separation and access control.
For example, the CBC mode of 3DEA/AES is used in MACing, and ECB mode is called for in key management
applications.

Administrative Information should control such things as user read-write privileges, and what devices in the
system can be used by individuals and applications.

In addition to management functions, there are two essential cryptographic-related functions used by the system.
These are: a) an encryption algorithm used to protect CKM system information as it transits a communication
network; and b) a source for random numbers used to create the splits associated with the Credentials. This
random source should be used as the “object unique random split” invoked with every encryption to ensure the
working key is unique for each encrypted object (see §5.2.2.3 Random Split).
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5.2 CKM Administration

The CKM Administration shall design the communications and cryptographic connections by creating the major
addressable categories, and the sub-categories called Credentials. Examples of these “major categories” could
be message_classification, addressee, department, external, etc. Under each major category, Credentials, or
sub-categories, of addressees are defined. These Credentials are used to further define, or narrow, the audience
for any particular message or object. For example, message classification could have confidential,
company_proprietary, internal_use_only, and general Credentials. Addressee could include vice president,
manager, supervisor, and staff Credentials. Department could include administration, EEO, R&D, Security, and
Training Credentials. External could include the outside agencies or companies dealt with in a secure
environment, such as Armored_Car_Inc, Bail Bondsman, Stock Broker Credentials, etc.

Most users will have subsets of the Credentials from each category, but there are instances where some users
may not be given Credentials within all categories. For example, a newly hired employee may not have a need
for the external category, and a security guard probably will not need access to an R&D Credential. Assigning the
appropriate Credentials to each user is the responsibility of the CKM Administration.

5.2.1 Credentials

There are two kinds of Credentials used in the CKM system: fixed Credentials and user-selectable Credentials.

- 5.2.1.1 6.2.1.1 Fixed Credentials

- The fixed Credentials point to the Shared Secret Key of the system. One of these fixed Credentials is the

- Organizational component. The organizational component is private to the organization, and ensures that
outsiders cannot enter the system. This key component is used in every encryption. Other fixed components may
be used: to update the system key when system administration deems it necessary; for archival_purposes, which
could insure current users do not have access to older company information; or for other reasons deemed
appropriate by the CKM Administration. All fixed Credentials are used in every encryption and decryption.

5.21.2 6.2.1.2 User Selectable Credentials

These selectable Credentials are names or addresses the encrypting entity uses to designate the recipients of the
encrypted object. These would include cross-organizational Credentials when appropriate. Each selectable
Credential shall have an associated split, i.e. a random, secret number that is combined with other splits to form
the final working key for the encryption/decryption process. The Credentials, but not the splits, shall be
associated with the encrypted object. Only recipients with all the Credentials have access to all the needed splits;
only they can successfully reconstruct the key and perform the decryption.

The selectable Credentials are personal to each user or user group. They are maintained on a (physical or
logical) token that is distributed by the CKM Administration. The token shall define the user’s privileges, and is
protected by a user changeable password. It may also be constrained so that it can only be used on specific sets
of devices. The physical token is a portable device such as a floppy disk or a smart card, or a similar device that
can be introduced into the workstation. The logical token is a file, resident on the system, and protected by a
user-managed password.

5.2.2 Splits

The CKM Administration shall also create the Splits, the random numbers that become components of the
working key for the encryption/decryption process. Each split is assigned to one of the fixed or selectable
Credential described above. Splits are never seen nor transferred as part of a transaction; they are referenced by
name Credential only.
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5.2.2.1 Fixed Splits

Fixed splits are constant components in the encryption process and are the Shared Secret Key for the
organization. They are used In each encryption/decryption, but still are named credentialed for those cases
where cross-organization communication is required. For example the Organizational Key shall be a fixed split
that defines the overall membership of the system. Everyone with access to the system shall have this key
component; and conversely, without this component, access is denied to all encrypted objects.

5.2.2.2 Selectable Splits

Selectable splits are optional components that are distributed among the user community. These are the
components in the address of the encrypted object that ensure the secrecy of the object from unauthorized
readers.

5.2.2.3 Random Split

The random split is the only unnamed split. It shall be created for every generated key. Each generated key has
a different random split which could be generated by a) an ANSI key establishment mechanism, or b) an ANSI
approved random or pseudorandom number generator.

The Random Number component of the key shall be generated on a per object basis; that is with every new
encryption. This ensures that every working key is unique. Even if periodic messages are sent to the same set of
Credentials, this component will guarantee the uniqueness of the working key. The CKM Administration
determines how this random split is generated.

5.3 Token Distribution

CKM Administration shall distribute tokens to appropriate users. The distribution of these tokens along with an
initial password may be accomplished via personal visit or by an automated distribution process.

5.3.1 Workstation

The CKM Administration shall install, or cause to be installed, the software necessary to configure and enable a
workstation. The software package includes the Random Number Generator and the Organizational Key.

5.3.2 Token

The Token shall be a user-controlled component of the system. It shall contain the Credentials and splits
assigned to that user, and other information the particular user needs for the various applications. The token may
be a floppy disk, a smart card, or some other device than can be manually introduced to the workstation for
authentication and keying usage, and then removed and securely stored by the user. All the information on the
token is securely wrapped by a fixed system key, and is accessed by a user-invoked (and user-changeable)
password. The token need not be transportable as it may be a password-protected file on the user’s
workstations(s).

5.4 Key Creation

The user creates a key at the time of encryption and decryption by combining the appropriate splits invoked by
the Credentials associated with each transaction. In most applications, after the key is used, it is destroyed, and
except for the random key split, only pointers, i.e. the Credentials, of the key components are retained.
Knowledge of the Credentials employed in a particular cryptologic application gives no information toward
deducing the final key or key components.

nn
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There may be times when it is more efficient for an application to retain the key, instead of having to recreate it on
demand. A key with an extensive use or a predefined life cycle, such as a key used to verify MACs, may fall into
this category. At the appropriate time a message can be sent to all authorized users, which will issue a new
MAC_verification key.

5.4.1 Key Component Selection

At a minimum, there shall always be two components in the working key; these are the fixed split(s) of the system
and a random split that will change with every encryption. If these are the only splits, then all valid system users
on the system can decrypt the object. (This may be an announcement of a general nature that is to be kept
private within the organization.) As user-selectable splits are added from the token, the audience of the message
IS reduced; that is, the originator can be more restrictive as to the readership. These personalized splits are used
to accomplish data separation across the network. The random split is required so that even if messages are
routinely addressed to the same readership, the random component guarantees the working key will be unique to
that message.

5.4.2 Key Combiner

The Combining Function in the software takes the Fixed Split(s), the Random Split, and the User-selected Splits
from the Token, and combines them to produce the Working Key for the current object, be it for session, e-mail
(store and forward), or file encryption applications. Typically, this combining function will be a non-linear function
of all the components (see Figure 2 - Combiner Function).

Random Split

r

—
-

Usafﬁgﬁgmlled ._:" Combiner |« Fixed Split(s)
\ )

S L

.\-\'-

——

Working
Key

Figure 2 - Combiner Function

92.4.3 Key Reconstruction

The encrypted object (message or file) should contain a header that is also encrypted using the system algorithm
with the constant system key which all users have. This header shall contain administrative information (e.g. the
identity of the token used in the encryption, file length, date_time encryption information, etc.), the random
number component, and all the Credentials used to pick and form the key. Since the Credentials are not the
splits, but only pointers to the splits, only those users with access to all the proper Credentials can reconstruct the
working key and perform the decryption.
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For session-oriented applications, during session start-up, or when a message header is not used, all key
reconstruction information shall be made available to the recipients by other means, such as SMIB or a secondary
secure channel.

6 Key Usage Control

6.1 OQOverview

The key usage control procedure allows the creator of a key to specify the allowed use of the key. For example,
key usage control information is used to distinguish key types (e.g., data key, key-encrypting key, PIN encrypting
key). The usage control information is bound to the key and is used by the system as a means to ensure that the
key is used properly. [1], [2], [3]

In a key management system with key usage control, each key K shall have an associated key usage vector C.
This key usage vector shall specify the cryptographic services, including individual modes and roles, in which the
key is permitted to be used. With key usage control, keys can be generated using any ANSI approved key
generation or key establishment Standards.

The cryptographic services within the cryptographic system are invoked via an Application Programming Interface
(APIl). These services, defined as §,,5,,....5,, include, but are not limited to, data-operation services, key

management services, and PIN management services. Each cryptographic service can have multiple modes and
key parameters. For example, C might specify that K can be used as the second key parameter in cryptographic
service S when mode M is specified.

To prevent abuses and attacks on the key K, the key usage vector C shall be bound to the key K using one of the
six alternative binding methods provided by this Standard. In each case, the binding method shall satisfy the
conditions below:

= |f a cryptographic service is invoked, and all key usage vectors required by cryptographic service are
provided and allow the requested service to be performed, then the requested service can be executed.

= |f a cryptographic service is invoked with an incorrect value of C, then either;
a. Theincorrect value of C is detected and the requested service is aborted, or

b. The requested service is executed and the incorrect value of C causes an incorrect and spurious
result to be produced.

NOTE: In practice, the latter condition is easily satisfied by storing keys in encrypted form and making the
decryption process dependent on C. In that case, if an incorrect value of C is specified to the decryption process,
the decryption process will in turn cause a spurious key value K' to be recovered instead of the correct key value
K.

A key usage vector shall contain a TYPE field and a USAGE field (see Figure 3 - Key Usage Vector Fields),
where the TYPE field specifies the type of key and the USAGE field specifies the use of key. The USAGE field
shall consist of a set of one or more 1-bit fields (U,,U,,...,U, ), where each bit relates to;

a. akey parameter in a cryptographic service, or

b. a key parameter in a particular mode of a cryptographic service.
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Type Usage
Uy, Us,...Ug

U refers to a key parameter of a cryptographic service or
particular mode of a cryptographic service, and hence
indirectly to the defined usage of the key parameter in the
cryptographic service or particular mode of the cryptographic
service.

U;=1: yes, the key can be used

U;=0: no, the key cannot be used

Figure 3 - Key Usage Vector Fields
6.2 Key Binding Methods

In the following sections the six alternative key binding methods are described. Binding method 1 is not
cryptographic and relies on the protection provided by the cryptographic system, whereas binding methods 2-6
are cryptographic.

6.2.1 Binding Method 1

With binding method 1, a copy of the key (K) and a copy of the key usage vector (C) are stored together, as a
single key record (K,C), inside the secure boundary of the cryptographic system. Binding method 1 is effective as
long as the cryptographic system is able to protect the integrity of the key usage vector (C) and the secrecy and
integrity of the key (K).

NOTE: Binding method 1 is non-cryptographic.

NOTE: This Standard does not specify how the key record (K,C) is addressed or specified to the cryptographic
service. This could be done using any convenient means of addressing, e.g., an index value, a pointer, or
Credential.

6.2.2 Binding Method 2

With binding method 2, the key K is stored outside the secure boundary of the cryptographic system under the
encryption of a variant key value (KK'). The variant key value (KK') is derived from a key value (KK). KK s a
key-encrypting key, e.g., a system master key belonging exclusively to the cryptographic system or a key shared
by the cryptographic system with another cryptographic system.

The variant key (KK') is calculated as a function (F) of the key usage vector (C) and a given key-encrypting key
(KK). That is,

KK' = F(KK,C)

The binding is then accomplished by encrypting K with the variant key KK' to produce the encrypted key value
eKK'(K). The encrypted key value eKK'(K) together with G is stored as a single key record.

With this binding method, the key record (eKK'(K),C) need not be stored inside the secure boundary of the
cryptographic system. If a cryptographic service is invoked with an incorrect value of C, for some key K, then the
output of the service is incorrect and spurious. This is because K is stored in encrypted form and the decryption
process is dependent on C. Therefore, if an incorrect value of C is specified to the decryption process, the
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decryption process will in turn calculate an incorrect value of KK' and decrypt eKK'(K) with the incorrect value of
KK’ thus causing a spurious key value K' to be recovered instead of the correct key value K.

NOTE: This Standard does not specify function F. F could be a simple operation, such as the Exclusive-OR
operation (KK' = KK xor C), or it could be a complex cryptographic function that involves encryption or hashing
operations.

NOTE: This Standard does not specify the cryptographic algorithm to be used in the calculation of the encrypted
key value eKK'(K). But it does require the cryptographic algorithm to be a symmetric cryptographic algorithm
since for an asymmetric cryptographic algorithm, if PU and PR are a public and private key pair, and C is a key
usage vector, then the variant values (PU xor C) and (PR xor C) will, in general, not be a valid public and private
key pair.

6.2.3 Binding Method 3

With binding method 3, a non-secret authentication code (AC) is calculated on K and C using an authentication
code algorithm (AuthAlg). That is,

AC = AuthAlg(K,C)

The authentication code (AC) is stored together with K and C in a single key record (AC,K,C). The authentication
code binds C to K. AuthAlg is a function such that AuthAlg(K,C) does not reveal information about K. [4]

With this binding method the key usage vector (C) and the authentication code (AC) need not be stored inside the
secure boundary of the cryptographic system. If a cryptographic service is invoked with an incorrect value of C,
for some key K, the incorrect value of C is detected. This is accomplished by computing AuthAlg(K,C) using the
received C and comparing the result against the received AC. NOTE: if (AC,K,C) is stored outside the secure
boundary of the cryptographic system, then K must be protected; e.g., by storing it under the encryption of a key
known to the cryptographic system.

NOTE: This Standard does not specify the authentication code algorithm AuthAlg.

6.2.4 Binding Method 4

With binding method 4, a non-secret digital signature (DS) is calculated on f(K) and C using a digital signature
algorithm (SigAlg) and the private key (PR) of a public key algorithm. That is,

DS = SigAlg(PR,f(K),C)

The digital signature (DS) is stored together with K and C in a single key record (DS,K,C). The digital signature
binds C to K. f is a public function such that f(K) does not reveal information about K, e.g., f(K) could be computed
by encrypting K with a public key of a public key algorithm.

With this binding method, the key usage vector (C) and the digital signature (DS) need not be stored inside the
secure boundary of the cryptographic system. If a cryptographic service is invoked with an incorrect value of C,
for some key K, the incorrect value of C is detected. This is accomplished using the public key of the public key
algorithm as a verification key to verify the signature. Signature verification also indirectly verifies the values of K
and C. NOTE: if (DS,K,C) is stored outside the secure boundary of the cryptographic system, then K must be
protected; e.g., by storing it under the encryption of a key known to the cryptographic system.
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6.2.5 Binding Method 5

With binding method 5, a non-secret message authentication code (MAC) is calculated on f (K) and the key usage
vector (C) using a MAC-generation mode of an encryption algorithm (MacAlg) and a secret MAC key (K-MAC).
That is,

MAC = MacAlg(K-MAC,f(K),C)

The message authentication code (MAC) is stored together with K and C in a single key record (MAC,K,C). The
generated MAC binds C to K. f is a public function such that f(K) does not reveal information about K, e.g., f(K)
could be computed by encrypting K with a public key of a public key algorithm and then hashing the encrypted
key valued using a hash function.

With this binding method the key usage vector (C) and the message authentication code (MAC) need not be
stored inside the secure boundary of the cryptographic system. If a cryptographic service is invoked with an
incorrect value of C, for some key K, the incorrect value of C is detected. This is accomplished by calculating a
MAC using the received C and comparing the result against the received MAC. NOTE: if (MAC,K,C) is stored
outside the secure boundary of the cryptographic system, then K must be protected; e.g., by storing it under the
encryption of a key known to the cryptographic system.

NOTE: This Standard does not specify the MAC-generation algorithm (MacAlg) to be used in calculating the
MAC. One possibility is to use the 3DEA/AES and the MAC generation procedure defined in ANS X9.19.

6.2.6 Binding Method 6

With binding method 6, the key (K) and the key usage vector (C) are encrypted with the public key of a public key
algorithm. The encrypted key value ePU(K,C) is stored as a single key record.

NOTE: For the binding method to be effective, it must be infeasible to exhaustively determine K using forward
encryption of trial values of K under the public key.

With this binding method the key record ePU(K,C) is non-secret and need not be stored inside the secure
boundary of the cryptographic system. If a cryptographic service is invoked with an incorrect value of C, for some
key K, the incorrect value of C is detected. This is accomplished using the private key (PR) corresponding to PU,
belonging to the receiving or verifying entity. That is, ePR(ePU(K,C)) is calculated to obtain K and C from the key
record. The received key usage vector is valid if the recovered C is equal to the received C.
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Annex A
(informative)

Example Key Usage Vector Formats

A.1 General

The appendix provides several examples of key usage vectors. Each key usage vector has a length of 64 bits.
The bits in the key usage vector are numbered 0 to 63, from most significant to least significant bit position.

A.2 Examples

Each key usage vector contains a 7-bit TYPE field (bit positions 8-14). The TYPE field contains a 4-bit MAIN-
TYPE field (bit positions 8-11) and a 3-bit SUB-TYPE field (bit positions 12-14).

Each key usage vector contains a 7-bit USAGE field (bit positions 16-22).

The example depicts key usage vectors that support three main types--based on the kind of cryptographic service
to be performed--as follows:

MAIN TYPE Description

B'0000 Data Key (used in data-operation services)

B'0010' PIN Key (used in PIN-management services)

B'0100 Key-Encrypting Key (used in key-management services)

Data keys are further divided into two subtypes:

SUB TYPE Description
B'001' Privacy Key (used to encrypt and decrypt data)
B'010 MAC Key (used to generate and verify Message Authentication Codes)

Key-encrypting keys are also further divided into two subtypes:

SUB TYPE Description
B'000 Exporter Key (used to encrypt and transmit keys to another cryptographic system)
B'001’ Importer Key (used to decrypt and receive keys from another cryptographic system)

Dividing key-encrypting keys into exporter and importer key types has the advantage that the keys become uni-
directional. That is, the key can be used to establish a key distribution channel in one direction only. Thus, keys
encrypted under an exporter key cannot be re-imported into the sending cryptographic device. This feature
permits a device to generate and export keys without necessarily having a capability to use the keys.

In the key usage specification that follows we assume the existence of a cryptographic system that provides the
following cryptographic services: Encipher, Decipher, MAC Generate, MAC Verify, Key Export, Key Import, and
Translate Key. These services are explained below.
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A possible key usage vector specification for a Privacy key is the following:

Bits Description Specification
08-11 Main Type = 'data key' B'0000'
12-14 Sub-type = "privacy' B'001'
18 Encipher B'1' : this key can be used in an Encipher Service to encipher data.
B'0' : this key cannot be used in an Encipher Service to encipher data.
19 Decipher B'1' : this key can be used in a Decipher Service to decipher data.
B'0' : this key cannot be used in a Decipher Service to decipher data.

A possible key usage vector specification for a MAC key is the following:

Bits Description Specification

08-11 | Main Type = 'data key' B'0000'

12-14 | Sub-type = 'MAC' B'010’

20 MAC Generate B'1' : this key can be used in a MAC Generate Service to generate MACs.
B'0' : this key cannot be used in a MAC Generate Service to generate
MACs.

21 MAC Verify B'1' : this key can be used in a MAC Verify Service to verify MACs.
B'0' : this key cannot be used in a MAC Verify Service to verify MACs.

A possible key usage vector specification for an Exporter key is the following:

Bits Description Specification
08-11 | Main Type = 'key- encrypting key' B'0100'
12-14 | Sub-type = 'exporter' B'000
21 Key Export (reenciphers a key from encryption | B'1" : this key can be used in a Key Export
under the Master key to encryption under an | Service.
Exporter key)
B'0" : this key cannot be used in a Key Export
Service.,
22 Translate Key (reenciphers a key from encryption | B'1 : this key can be used as an Exporter key in a
under an Importer key to encryption under an | Translate Key Service.
Exporter key)
B'0' : this key cannot be used as an Exporter key
in a Translate Key Service.

NOTE: In the example, we assume that keys stored locally in a cryptographic device are encrypted under a
Master key stored within the protected boundary of the cryptographic device.

A possible key usage vector specification for an Importer key is the following:

Bits Description Specification

08-11 | Main Type = 'key- encrypting key' B'0100'

12-14 | Sub-type = 'importer' B'001'

21 Key Import (reenciphers a key from | B'1':this key can be used in a Key Import Service.
encryption under an Exporter key to
encryption under the Master key)
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B'0" : this key cannot be used in a Key Import Service.

22

Translate Key (reenciphers a key from
encryption under an Importer key to
encryption under an Exporter key)

B'1" : this key can be used as an Importer key in a
Translate Key Service.

B'0" : this key cannot be used as an Importer key in a
Translate Key Service.
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